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Abstract

Large language models (LLMs) excel at generative tasks but fall short in automating intelligent enterprise services. Their
capabilities can be enhanced by retrieval-augmented generation (RAG), leveraging a knowledge base for accurate and
trustworthy responses. However, naive integration of RAG into LLMs poses significant security and governance concerns that
hinder practical adoption. This paper addresses this problem by presenting the design and validation of secure and governed RAG
in LLMs, focusing on the business context of intelligent enterprise service automation without loss of generality.

The contribution promotes practical trust establishment in LLM usage. Requirements and implications of security and
governance are explored across the RAG process, strengthened by implementation feedback using open-source enterprise LLMs
and proximate RAG configurations. A secure access model mitigates data leakage during retrieval and generation, while an
enterprise-level governance framework clarifies accountability and policy definition, avails continuous improvement
mechanisms, and lays the foundation for third-party auditing. Together, these measures support trusted, regulation-compliant

LLM governance in achieving sustainable business value.

Keywords : Retrieval-augmented generation (RAG), governance, security, compliance, privacy, intelligent enterprise service

automation, large language model (LLM), system architecture, trust.

<H1> Introduction

Intelligent enterprise service automation aims to serve
customer and employee needs by automating high-volume
and high-variability queries and requests. These services
typically involve many different organizations, departments,
and roles. Retrieval-augmented generation (RAG) in large
language models (LLM) has great potential for these use
cases. Although RAG reduces the contextual information
dependency of the generative model, alleviating data privacy
concerns, it is nonetheless affected by security and
governance issues. Therefore, the proposed approaches
address the specific issues of security and governance for
RAG in enterprise automation. Enterprise service
automation with LLM is a pressing use case that addresses
the openness and sensitivity of enterprise service

automation. It is particularly important that security,
compliance, and sensitive information protection be
guaranteed. For intelligent enterprise service automation to
be efficient, fast, and secure, RAG on LLM is a promising
approach. The related security issues of information leaking
in different formats, such as the model itself and even
prompts, are of concern. The information leaking is not only
from using the third party but also from inappropriate
information retrieval mechanisms.

Security guarantees are vital when enterprises wish to use
LLM on critical data. Security considerations for RAG in
LLM systems include three main aspects: potential risk from
enterprise disallowed source data, risk of abnormal prompts
from users, and risk of abnormal query results from the
retrieval mechanism. Moreover, a governance framework on
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RAG for enterprise service automation allows enterprises to
set up governance rules to responsibly utilize LLM. The
governance framework covers policy, risk, accountability,
auditing, and continuous improvement. All companies have
risks associated with their services, and the risk of possible
service abuse can be highly probable because the service is
automated and not using human intelligence. Furthermore,
because highly sensitive information can be leaked during
the service process, enterprise services deserve more
supervised seriousness.

<H1> Background and Motivation

Retrieval-augmented generation (RAG) is an emerging
paradigm in the deployment of neural LLMs. RAG adds a
retrieval component to a traditional autoregressive LLM.
The major novelty in this approach is augmenting the model
with contextually relevant external information at generation
time, typically a long document—such as a product manual,
research paper, or other relevant knowledge resources—
sourced either from a large index of documents or through
direct queries to authoritative knowledge bases, such as
WolframAlpha. The main ideas behind RAG are quite
intuitive. Because information may reside far outside the
context window of LLMs, retrieving contextually relevant
information from external resources by means of either
keyword-based search engines or structured data stores
obviates the need to encode information in the model
parameters or fine-tune the model on downstream tasks.
Additionally, the size of the retrieved document is not
directly linked to the number of parameters in the model.

As a consequence, the total amount of information processed
by RAG at generation time can be huge, which plays a
significant role not only in performance but also in
alignment with user intent or specific requirements. When
augmenting a generation process with a huge amount of
complementary context information, it is possible to apply a
retrieval mechanism capable of offering many pages of
contextually relevant documents and establish a means for
fusing all this information.

Table 1: Core Components of Secure & Governed RAG

Architecture

Component

Primary Function

Internal Data Store enterprise

Sources

External
Knowledge
Bases

Secure
Retrieval
Layer

RAG-
Enabled
LLM

Policy
Engine

Governance
Layer

Secret Vault

knowledge assets

Provide
public/authoritative
information

Filters and retrieves
trusted documents

Generates responses
using retrieved
context

Applies governance
rules to prompts

Orchestrates system
components

Stores credentials
and secrets securely

Security/Governance
Role

Prevents exposure of
sensitive enterprise
data

Ensures controlled
ingestion of external
content

Enforces access control
and prevents leakage

Avoids hallucination,
improves accuracy

Enforces compliance
and usage policies

Auditing, monitoring,
accountability

Prevents plaintext
exposure

<H1> Theoretical Foundations of
Retrieval-Augmented Generation

Retrieval-AUGMENTED GENERATION (RAG) represents
a fusion between information search and machine learning-
based response generation. At the core of every RAG
solution is a retrieval mechanism, which accepts a natural
language query and produces a collection of documents
containing relevant knowledge. These documents are then
combined, either independently or jointly, with the query to
generate a full response. RAG leverages LLM as a way to
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both support the fusion of retrieved information and reduce
the burden on the retrieval module, resulting in improved
quality over classical approaches.

RAG maintains a loose coupling between the retrieval
module and the generation module. Traditionally, the
generated response is not conditioned on the LLM and thus
remains a function of the query and the retrieved
document(s). However, many RAG solutions can be
considered or adapted as a fusion-based RAG model, where
the generated response directly models the interaction with
the LLM. In these RAG models, the response is conditioned
on both the query and the retrieved document(s), allowing
the LLM to seamlessly utilize their information during both
generation and reasoning. Further, the fusion-based
formulation enables the flexibility to use other generative
models for the response instead of general sequence-to-
sequence models. RAG suffers from difficulties in encoding
long knowledge and from the generation module being
forced to model all reasoning beyond pure text generation.
Nevertheless, when text generation is decoupled from
reasoning, RAG offers longer context windows for
information fusion and is capable of supporting tasks such as
SourceGO evaluation.

<H1> Security Considerations in
Retrieval-Augmented Generation

The threat model for secure RAG in LLMs focuses primarily
on ensuring that potentially sensitive information is not
leaked to an unauthorized third-party user, whether
intentionally or accidentally, as defined in. Sensitive
information can include personal or company secrets or any
confidential information covered by privacy regulations such
as GDPR. Additionally, if the LLM was trained on sensitive
data, prompt leakage should also be considered. Such a
threat model may not necessarily address integrity and
availability issues, but in the context of RAG, there is a
degree of trust placed in the original LLM, whether closed-
source or open-source.

The primary risk associated with RAG is that the retrieval
layer and the original LLM do not belong to the same entity
and are not under the same supervision, resulting in a
potential data leakage threat. In such an incident, a third
party can obtain knowledge of the information from the
service, thereby leaking the information to an unauthorized
user. The rationale behind not leaking information through
LLM-based services also applies to model inversion. An
adversary can attempt to construct a surrogate model that
mimics the output distribution of a given LLM through a
query-response interface to extract, if not all, at least some of
the information encoded in the original LLM. With RAG
models, the output distribution is modified, but it is still
expected that a surrogate model can reproduce the essential
properties of the model that is invoked on the external
service. The apparent contradiction is that LLMs trained
without access to sensitive information are usually used for
RAG despite the risk that the retrieval service provides
access to such information. Nevertheless, prompt leakage
should be explicitly considered for LLMs that indeed learn
from potentially sensitive data.

Table 2: Major Security Risks in RAG Systems

Risk Category Description Example Threat

Disallowed Retrl_eval of . Leakage of HR or
restricted enterprise
Source Data data finance records

Abnormal User Prompt injection or  User requests

Prompts manipulation bypassing policies
Abnormal Poisoned or -
- . . Malicious webpages
Retrieval misleading L
injected
Results documents

Exposure of
sensitive prompts

Prompt Leakage Training da_ta
reconstruction
Extraction of hidden Surrogate model

Model Inversion
ode ersio knowledge attacks
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<H1> Governance Framework for
Enterprise LLMs

A governance framework for using LLMs in enterprise
service automation consists of policies and guidelines that
define how the models should behave, the decisions they can
make, and regulatory compliance. Governance for using
LLMs in enterprise service automation involves guidelines
for building and deploying the models based on regulatory
requirements, service offerings, and service-level objectives.
Policies define the user roles and responsibilities for
operating enterprise LLMs, the risk factors to associate with
these models, and the safeguards that need to be enforced.
Different policies address whether the models can generate
potential sensitive information, how external data can be
used, and how the models should be monitored post-
deployment.

The policies should ultimately be translated into a
governance layer that enables and governs the operation of
the enterprise LLMs. Such a governance layer is a trusted
intermediary between users and the LLMs. During the
interaction, users can provide requests along with relevant
context or public information that may help with model
responses or address data privacy concerns. The governance
layer performs various functions, such as auditing the user
requests, enforcing compliance with regulations and
corporate policies, controlling access to sensitive data and
indexes, and periodically scrubbing the external data of any
leaked trade secrets.

<H1> Architecture and System Design

The proposed system comprises several key topology
components deployed in a trust workshop domain with
potential enterprise applications for intelligent service
automation. The first component consists of internal and
external data sources that contain the information assets of
the organization. Next is a secure retrieval layer that enables
the access of the language model only to trusted content
based on access control information. This layer retrieves

trustworthy data from the source data and external
knowledge bases, such as documentation, chatbots, and
external web pages. The core of the architecture is a
retrieval-augmented generation LLM that performs service-
related tasks based on the query-retrieval-action paradigm.
As an enabler of governance, a policy engine is part of the
prompts provided to the language model, expanding the
governing capabilities of the system. The architecture
includes a governance layer, which orchestrates the
invocation of the components, controls the access to data
based on policies, and manages the secured searchable secret
vault where sensitive external-secrets are located. The data
flow depicts the operational sequence when a retrieval-
augmented-generation LLM receives a service-related query
that triggers the invocation of the governance layer.

Admin, security, and policy user roles provide the necessary
capabilities to enable the data input for the retrieval-
augmented generation module. This includes the
configuration of the secret manager with secret-secrets,
which are not available in plaintext to other components, and
the configuration of the policy engine with governing rules
concerning the domain service interactions. Security controls
ensuring users and system component confidentiality,
integrity, and availability safeguard sensitive assets. The
enforcement also includes standard principles for conducting
enterprise services, maintaining operation traceability, and
handling sensitive data in compliance with proper
legislation.

<H1> Trust, Compliance, and Privacy
Implications

A trust, compliance, and privacy impact analysis examines
several factors associated with secure and governed RAG
deployment for intelligent enterprise service automation:
alignment with enterprise governance and compliance rules;
alignment with applicable laws and regulations; the potential
for unwanted and unlawful disclosure of private or sensitive
data; and transparency and accountability concerning LLM
usage and interactions. With respect to compliance
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alignment, the enterprise governance framework for LLM
usage—for instance, policies, principles, and associated
KPIs—has been tailored to support and comply with a
variety of industry best practices and standards: 1ISO
27000/27001/27018, NIST Cybersecurity Framework, PCI
DSS, and the OWASP LLM Framework among them.

Though privacy-protecting measures are available, no
solution can mitigate all privacy concerns, and the best
protection against privacy leaks lies in avoiding the use of
personal data as training data. The proposed architecture and
design prevent the underlining data from being sent to LLMs
hosted by public providers, and thus minimize the risk of
identity or data disclosure. However, special care is still
needed when using unsanitized production data to fine-tune
these models, especially when the output of the fine-tuning
stage is used in a production environment. Privacy
protection can also be achieved by managing the data
retention policy, prolonging the elapsed time needed to
identify individuals/companies. By retaining data for a
shorter period, the system also offers lower auditability.
Periodically deleting the chat history is another alternative to
privacy maintaining. Moreover, to help assuring that privacy
is not violated, a consent mechanism should be introduced,
requiring the explicit consent of the user mach translating
into actionable requirements for a particular interaction.
Adequate traceability of chat interactions is essential, and,
thus, protecting the confidentiality of the user prompt and of
the LLM-generated response is mandatory.

<H1> Conclusion

Secure and Governed Retrieval-Augmented Generation in
Large Language Models for Intelligent Enterprise Service
Automation: Use an objective, scholarly tone; present
evidence-based arguments; structure logically with formal
academic phrasing.

Research aims to explore how retrieval-augmented
generation in large language models (LLMSs) can enhance
enterprise service requests while addressing data leakage and
confidentiality issues. The RAG framework supports

information retrieval from specialized sources to satisfy end-
user request criteria, but this convenient feature creates
security challenges. Deployment of LLMs in an
untrustworthy environment and a less-than-secure training,
inference, or deployment pipeline may lead to internal data
leakage and prompt disclosure to a model consumer. A
governance framework ensures the appropriate use of LLMs
based on principles of responsibility, safety, and
accountability to aid compliance with industry regulations.

Trust in conventional LLMs using retrieval-augmented
generation for enterprise automation can be assured by
fulfilling governing, compliance, security, and auditing
requirements, enabling risk assessment and management. A
privacy-preserving automated retrieval mechanism prevents
technical data leakage for trustworthy deployment. Applying
RAG in service automation lowers response times, enables
service requests that require specific enterprise knowledge,
and permits client data to persist throughout.
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