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Abstract 

Enhancing security and privacy during feature extraction of financial documents is of paramount importance. Conventional 

concerns of data loss during feature extraction can be addressed in a natural way by placing feature extraction on the edge layer 

of an edge-cloud ecosystem. Recent developments in Generative and Agentic AI open opportunities for generating features for 

various tasks without sharing or leaking sensitive details about the data. Such capabilities can be expressed as Generative and 

Agentic AI-enhanced feature extraction—combining agentic capabilities of Generative AI to supervise the feature extraction 

process and also provide additional semantics and or representations that help improve the accuracy of the downstream task. This 

framework is shown to naturally extend to both edge-layer and cloud-layer processing. Security and privacy requirements during 

the feature-extraction stage are met by suitably applying standard security mechanisms without any changes to the underlying 

principle or operation of the feature extraction process. 

Generative AI is an emerging technology with numerous applications in various domains. The recent capability of generating 

new data and labels from a few or a small set of samples but without sharing or leaking the private details in the original data has 

opened another important dimension. This capability not only allows the origin of the samples to remain secret, but also helps 

protect the sensitive nature of the data. Generative AI can thus accentuate the benefits of decentralization by further reducing the 

role and dominance of central-proxy-service providers in edge and cloud ecosystems. Instead of consuming and storing all the 

edge- and cloud-layer data, the major job can be reduced to merely providing the infrastructure for empowering other users in the 

ecosystem with the appropriate private-label Generation AI capability required for their workloads. 

Keywords: Edge Cloud Ecosystem, Secure Feature Extraction, Financial Document Privacy, Generative AI Feature Synthesis, 

Agentic AI Supervision, Privacy Preserving Machine Learning, Edge Layer Intelligence, Cloud Layer Analytics, Decentralized 

AI Architecture, Sensitive Data Protection, Semantic Feature Enrichment, Downstream Task Accuracy, Synthetic Feature 

Generation, Private Label AI Models, Zero Data Leakage Design, Secure AI Pipelines, Confidential Document Processing, 

Trustworthy AI Systems, Edge AI Security, Federated Intelligence.

1. Introduction

 
Each day, business enterprises scrutinize and process a 

considerable number of financial documents that require 

feature extraction for advanced processing. Mining highly 

sensitive data via Optical Character Recognition (OCR) 

constitutes one of the prime steps in feature extraction of 

these documents. However, the OCR step could be a prime 

target for confidential information leakage due to the huge 

corpus of documents that are processed daily (creating a 

prime space for adversarial attacks) or due to the fact that 

these documents are processed externally in a cloud service 

provider (leading to potential concern for security and 

privacy of the semantically rich extracted features). 

The emergence of Generative and Agentic AI technologies 

serves as an opportunity for parallelizing the generation of 

the BERT embeddings and for minimizing or avoiding the 

use of OCR by generating common features in a secure 

way. Therefore, design and development of a hybrid edge–

cloud architecture for financial document processing that 
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leverages Generative and Agentic AI technologies for 

improving the execution speed and security of the feature-

extraction step is suggested here. The proposed architecture 

has an emphasis on the security, privacy, and exploitation 

of the Generative and Agentic AI concepts in edge–cloud 

ecosystems, but it can be extended to any computation in 

an edge–cloud ecosystem, independently of the AI topic. 

 

1.1. Overview of Generative and Agentic AI Concepts 

Generative and agentic artificial intelligence are maturing 

areas of research and development, with major impacts on 

society. Generative AI capabilities form part of many of the 

latest products and services, while agentic AI promises to 

extend and automate the use of generative capabilities, 

among others. A detailed enablement model is described 

for these two areas. The framework identifies concepts, 

ideas, essential components, and interactions of both areas, 

allowing for more informed academic and business 

discussions, product understanding and development, and 

implication and impact analysis. 

Generative and agentic artificial intelligence (AI) are 

maturing areas of research and development, with major 

impacts on society. Generative AI capabilities are 

embedded in many of the latest products and services, 

while agentic AI is emerging to extend and automate the 

use of generative capabilities, among others. A detailed 

enablement model captures these areas. The framework 

identifies concepts, ideas, essential components, and 

interactions of both areas, allowing for more informed 

academic and business discussions, product understanding 

and development, and implication and impact analysis. 

 

Fig 1: Synthesizing Generative and Agentic Intelligence: 

A Unified Enablement Framework for Socio-Technical 

Impact and Governance 

 

2. Background and Motivation 
 

The concepts of generative AI and agentic AI are 

experiencing explosive growth, propelled by recent 

technical and theoretical advances in AI. The technological 

implications of these approaches are tractable and several 

important and overarching social, governance, and legal 

questions are being addressed. A Framework for 

Understanding Generative and Agentic AI indicates the 

significant and potentially damaging impact of current 

generative AI tools and suggests a perspective as both tool 

and medium for agentic AI. The positive and negative 

implications for data-intensive research in general and for 

financial documents specifically are still emerging. 

Artificial intelligence-based feature extraction 

transformations from documents stored at the network edge 

to network core are critically dependent on privacy and 

security considerations. Despite the rising number of data 

breaches targeting cloud services, the cloud remains 

attractive because of the massive computational power and 

advanced AI services available for processing large 

amounts of data. Financial organisations continue to 

leverage cloud computing services to deploy various 

services, including core banking and information services. 

Generative AI has fascinated the public with artificial 

image, video, and music generations. However, users also 

express concerns about when, how, and why data are 

collected and used, especially when their privacy is 

compromised. 

 

2.1. Impacts and Implications of Generative and 

Agentic AI 

Generative and agentic artificial intelligence (AI) is 

revolutionizing many industrial and governmental 

processes while introducing new risks in cybersecurity, 

destabilizing employment, enabling the generation of 

realistic fake news, and facilitating the disinformation 

campaigns of governments as well as organized crime 
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groups. Generative AI algorithms can produce videos, news 

articles, images, software codes, and 3-D visualizations that 

seem indistinguishable from those created by humans. 

However, these products typically lack the creativity, 

common sense, and critical thinking of human artisans. 

Agentic AI is an embodiment of artificial intelligence in 

autonomous physical agents such as intelligent robots and 

self-driving cars, among others. In these use cases, 

generative models can provide sensory inputs as part of the 

agentic system, enhancing its perception and creating 

virtual environments that facilitate reinforcement learning. 

A plethora of generative AI products are flooding the 

market, and managed purchases are changing everything 

from marketing and product development to trip planning 

and software development. Thus, many companies are 

hooking up generative applications to their vast repositories 

of proprietary data in an attempt to achieve a competitive 

edge. This novel framework helps integrate generative 

systems in a way that ensures the confidentiality and proper 

usage of sensitive data and models while eliminating 

adversarial samples through abstaining, steering, and 

filtering mechanisms. The considered generative models 

are useful for private operations involving cognitively 

demanding tasks, such as financial document feature 

extraction with a possibility of use across edge and cloud 

layers. 

 
Equation 1: Formalizing the edge–cloud feature-

extraction pipeline 

1.1 Variables (document → features) 

Let: 

 Raw document (image/PDF) be 𝑥 

 Extracted/synthesized feature vector be 𝑧 ∈ ℝ𝑑 

 Downstream label/task output be 𝑦 (fraud flag, 

KYC class, default risk, etc.) 

 Feature extractor be 𝐹(⋅), classifier be 𝐶(⋅) 

Baseline (OCR-heavy, cloud): 

𝑧 = 𝐹ocr(𝑥), 𝑦̂ = 𝐶(𝑧) 

So model it as: 

𝑠 = 𝐺desc(𝑥) (generative description/summary) 𝑧 =
𝐹feat(𝑠) (feature extraction from description) 𝑦̂ = 𝐶(𝑧) 

3. Theoretical Foundations of Generative 

and Agentic AI 
 

Generative artificial intelligence (AI) enables a machine to 

create or generate new contents by training on the 

underlying distribution of a set of training samples. 

Conversely, agentic AI endows a machine with self-

awareness, inspector functions and the ability to become an 

agent that accepts tasks and delegate them to AI tools. 

Recent years also observed a growing interest in the study 

of the implications of both kinds of AI models on society, 

the economy, science, the environment, security, and the 

applicability of theories, among others. Three viewpoints 

dominate. First, current AI systems lack general 

intelligence, consciousness, and the ability to independently 

improve their technologies and findings. Second, 

generative deep-learning engines draw statistically 

plausible conclusions but lack understanding and 

generalization capabilities. Third, AI systems do not have 

the ability to use those generated contents in the real 

scenarios. Examination of scientific, economic, and 

technologic history reveals that technological innovation 
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has been driven by the emergence and use of superior 

intelligent tools. 

Generative AI can be described as the development of 

Holistic Intelligence-1 tools, capable of integrating and 

exploiting available Holistic Intelligence-1 solutions. 

Holistic Intelligence-1 is the combined intelligence 

generated by the use of all available intelligent machines 

and tools to address complex missions, especially in 

scientific discovery and business. Scientific research on 

agentic AI emphasizes its potential applications and 

implications, including the formulation of complex tasks 

and flowcharts for their sequential performance, integration 

and improvement of generative AI products, creation of AI 

detective tools and privacy agents, and reinforcement of 

human authors regarding ethics and the achievement of 

major goals. The intelligent tools that would generate 

Holistic Intelligence-2, including consciousness, have not 

yet been developed. 

 
Fig 2: From Generative Synthesis to Agentic 

Governance: A Framework for Holistic Intelligence-1 

and the Evolution of Autonomous Technical Systems 

 

3.1. Conceptual Framework for Understanding 

Generative and Agentic AI 

Although the generative and agentic perspectives on AI 

systems mainly relate to their usability and programming, 

they also provide valuable insights into their impacts on the 

economy and society, as well as into the theory and 

foundations of AI. A formal definition of the concept of 

generative AI is still absent from both scholarly literature 

and authoritative sources; however, it can be viewed as a 

description of specific capabilities and properties of AI 

systems that are either central to the AI application domain 

or that make such systems exploitable and valuable to end 

users. Consequently, a definition of agentic AI can be 

offered indirectly. Such a definition would be built upon 

discussions of generative AI and of other AI capabilities; it 

would focus on the usability of AI systems and on the 

programming experience they offer. Such a conceptual 

framework contributes to understanding the relationship 

between generative and agentic AI and to recognising 

which AI properties are primarily relevant for system 

impacts. 

The economic, social, political, and scientific implications 

of generative and agentic AI transcend the safety and 

ethical concerns traditionally associated with AI 

technologies. The paradigm is indeed so disruptive that 

early warnings have emerged from various fields, including 

machine learning, software engineering, politics, and social 

development, as well as cultural awareness. However, such 

reports often neglect the importance of balancing risks and 

opportunities to ensure societal advancement. Central to 

this complex and important process is the correct 

identification of the potential benefits and threats posed by 

generative and agentic AI; consideration of these 

dimensions can clarify what should be feared, what should 

be safeguarded, or what should be controlled to avoid 

economic and social instability. 

 

4. Framework for Edge-Cloud Feature 

Extraction 
 

A conceptual framework illustrates how feature extraction 

can employ generative and agentic AI to meet security and 

privacy requirements for sensitive documents. Financial 

documents are particularly valuable on the dark web, and 

securing feature extraction for a Financial Technology 

company is challenging because the data processing takes 

place at the edge in a multi-user setting, while the feature 

extraction responsibility resides with the cloud. Part of the 

solution includes a generative model that jointly learns 

representations for short-term loan contracts and account 

statements. 

An agentic AI system binds together existing autonomous 

AI tools. The architecture enables the recognition of 

features on financial documents useful for fraud detection, 
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such as identity theft or loan scams, as well as predicting 

the likelihood of a loan default. To enhance the recognition 

quality without user intervention, the system uses 

generative models for exploitation. The system architecture 

also incorporates security mechanisms that safeguard the 

data and lessen the chance of leakage of the learned 

features.User data, including the documents, are encrypted 

before transmission. Only the keys for the user data that 

belong to the feature extractor agent are made available to 

the feature-extraction module in the cloud. 

 
Equation 2: Bimodal (visual + textual) feature 

extraction equations 

2.1 Two encoders (visual/text) → latent codes 

Let: 

 visual input 𝑥𝑣 (document image/regions) 

 textual input 𝑥𝑡 (OCR text, or generated 

description 𝑠, or both) 

Encoders: 

ℎ𝑣 = 𝐸𝑣(𝑥𝑣) ∈ ℝ𝑑𝑣 ,  ℎ𝑡 = 𝐸𝑡(𝑥𝑡) ∈ ℝ𝑑𝑡 

2.2 Fusion into a joint representation 

Common fusion choices (any of these fits the paper’s 

description): 

(A) Concatenation + projection 

𝑧 = 𝑊 [ℎ𝑣; ℎ𝑡] + 𝑏 

(B) Gated fusion 

𝑔 = 𝜎(𝑊𝑔[ℎ𝑣; ℎ𝑡] + 𝑏𝑔) 𝑧 = 𝑔 ⊙ ℎ𝑣 + (1 − 𝑔)⊙ ℎ𝑡 

(C) Attention-based fusion (document sections) 

If the document is split into 𝑛 sections 𝑥(𝑖): 

ℎ(𝑖) = 𝜙(𝑥(𝑖)), 𝛼𝑖 =
𝑒𝑢

⊤ℎ(𝑖)

∑ 𝑒𝑢
⊤ℎ(𝑗)𝑛

𝑗=1

, 𝑧 = ∑𝛼𝑖

𝑛

𝑖=1

ℎ(𝑖) 

4.1. Architectural Overview 

Generative and agentic artificial intelligence (AI) have the 

potential to deliver innovations across various domains, 

from economics and education to health and technology. 

The interaction of these technologies could reshape society 

in many ways, some of them currently unforeseeable. To 

realise their potential, however, the technologies must be 

controlled carefully. 

The proposed framework supports automated feature 

extraction of financial documents, expanding the privacy-

preserving capabilities of both centralised and decentralised 

AI approaches. Using a generative AI model at the edge 

collects labelled features from a financial document dataset. 

These features are then stored in an encryption protocol 

that guarantees access by the remotely executed agentic 

AI—without exposing any sensitive information on the 

financial document itself. The edge-cloud design is suitable 

for both centralised and decentralised AI paradigms. Agent-

based models offer a way to involve and simulate the 

behaviour, motivation, and interaction of autonomous 

entities, while integrating the generative capabilities of 

deep learning advances presents a systematic way to obtain 

an optimised training dataset for specialised tasks in 

environments with unsupervised contexts. The framework 

considers the extraction of features related specifically to 
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financial documents but can be applied to other areas as 

well. 

 

4.2. Data Flow and Privacy-Preserving Mechanisms 

Serialized images of documents and structured 

representations of their features seamlessly flow across an 

edge-cloud ecosystem to extract their most applicable 

content—semantic, natural-language textual descriptions of 

the documents or their individual sections. The document-

feature-generating generative model, hosted in the cloud, 

receives the serialized images of the documents as its sole 

input. The process employs internally stored knowledge to 

produce a set of features that allow agents to understand at 

least partially the perceived documents, label them 

semantically, or even generate an entire document in 

natural language describing the contents of the perceived 

document. After completing the description-generation 

task, the edge-hosted agent deletes the context coma 

memory to ensure the privacy of any sensitive information 

of the perceived document. 

The feature-extraction step exploits textual descriptions of 

the documents’ contents instead of the documents 

themselves, and each document is encrypted and can be 

accessed only by the agent authorized to encrypt it. The 

security reinforced by addressing the potential threats at a 

data-flow level is complemented by the privacy-preserving 

feature-extraction mechanisms that adopt the concept of 

access control from the twist of using encryption to allow 

access only to authorized users. 

 

5. Security and Privacy Considerations 

 

Security, privacy, and confidence in fully automated 

feature extraction results remain major obstacles toward 

practical real-world solutions. Separation of data sources 

and processing is also required due to regulations 

surrounding finance. The architectural design presented in 

this work mitigates security risks, implements additional 

privacy-preserving mechanisms, and models the underlying 

threats posed by malicious actors who gain unauthorized 

access to either the cloud or edge environment. Based on 

this model, five countermeasures are proposed to defend 

against data containment or modification attacks. The client 

generates a semantically-enriched representation of 

financial documents to restrict feature extraction model 

access to the minimum number of supported labels. The 

documents are then encrypted to prevent their contents 

from being revealed to the feature extraction services at the 

edge cloud. The labels of the semantically-enriched 

representations that the feature extraction model is allowed 

to access are encrypted with Literal Encryption for privacy-

preserving access control. The classification layer on the 

feature extraction model is trained within a cryptographic 

secret-sharing setting to enable inference over encrypted 

data. 
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Fig 3: Privacy-Preserving Automated Feature 

Extraction: A Multi-Layered Cryptographic 

Architecture for Secure Financial Document Processing 

 

5.1. Threat Model 

Document features are sensitive and follow a confidential 

lifecycle, such as the original document, schema, entity 

mapping, dataset, and loaded database table structure. 

Processes appearing at layer i of the edge-cloud 

architecture must be authorized to access these features. To 

prevent data sharing with unauthorized processes, data 

encryption can be performed. For example, data stored in 

the cloud or sent over the network can be encrypted using 

feature-specific symmetric keys generated using a key 

derivation function. A data leakage scenario can result from 

exploitation of a vulnerability in a process that operates at 

layer i. For example, the enterprise control centre requires 

access to manually edited empirical data, which, when 

misused, can affect the reliability of the deployed 

quantitative method. The leakage of the knowledge base of 

document level classification can also have a serious 

impact, but it is important to note that a semantically 

similar but syntactically different classification cannot be 

recognised by any document classifier. Agent-based 

anomaly detection can be considered for detecting misuse 

of this type of highly sensitive information. 

The framework supports other complementary techniques 

that can be applied to any part of the document feature 

extraction process across all three layers of the edge-cloud 

ecosystem. First, deep learning models (e.g., for spam 

detection, natural language processing, image 

classification) can be used to build, pre-train, or fine-tune 

deep learning classifiers. These models do not need 

complicated or time-consuming labelling and can be 

generated directly from the data patterns. Such data 

patterns can also automatically generate test cases for 

supervised classification or detection. Moreover, deep 

generation models (e.g., for generative design, image 

generation) can use two-level generative meta-modeling, 

where the high-level generative meta-model synthesizes a 

hierarchical generative meta-model and synthesizes data 

patterns for low-level generation processes. The 

capabilities of agent-based computational discovery can 

also support procedures at multiple abstraction levels. 

 

Symb

ol 
Meaning 

Typic

al low 

Typic

al 

high 

Notes 

𝑆 Docume

nt size 

(MB) 

0.5 20.0 Input 

PDF/image 

payload 

𝑟ocr OCR 

throughp

ut 

(MB/s) 

1.0 10.0 Edge or cloud 

OCR speed 

𝑟gen Generati

ve 

feature 

synthesis 

rate 

(MB/s) 

2.0 20.0 Edge model 

throughput 

𝐵↑ Uplink 

bandwidt

h (MB/s) 

0.5 50.0 Edge → cloud 

𝐵↓ Downlin

k 

bandwidt

h (MB/s) 

0.5 50.0 Cloud → edge 

𝑜enc Encrypti

on 

overhead 

fraction 

0.02 0.20 Payload 

expansion 

(IV/MAC/head

ers) 

𝛾 Feature 

size 

fraction 

of raw 

doc 

0.01 0.10 Features are 

smaller than 

documents 

𝜌 Fraction 

of doc 

sent for 

OCR 

(hybrid) 

0.05 0.50 Selected 

regions only 

𝑑 Embeddi

ng 

dimensio

n 

64 1024 Size of feature 

vector 
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Symb

ol 
Meaning 

Typic

al low 

Typic

al 

high 

Notes 

𝑚 # of 

feature 

labels 

5 200 Policy-

managed 

semantic labels 

 

5.2. Encryption and Access Control 

Although financial documents are usually stored in a cloud 

service (offering large storage space as well as low costs), 

the processing often requires the joint effort of multiple 

involved parties (e.g., the bank and the client). Their joint 

access to semi-structured information is usually provided 

through a digital channel or a Web service. However, this 

brings the risk of exposing sensitive data to several parties. 

Therefore, traffic encryption and fine-grained access 

control might not be sufficient to fully protect the content 

of the data exchanged and stored. On the one hand, the 

document itself can be decrypted only by the party to 

whom it has been encrypted or for which it has been made 

accessible (to keep the addressed parties content-hidden). 

On the other hand, the information structure may also be 

hidden to parties other than the ones who actually need 

access to it (to keep the addressed parties context-hidden). 

These issues can be addressed through the application of 

cryptographic data hiding: (i) data that must remain 

confidential needs to be encrypted, taking advantage of 

symmetric encryption (for low-cost operations and good 

performance) or public key encryption (to benefit from 

fine-grained permission assignment) schemes; (ii) semi-

structured data and documents need to be concealed via a 

semantic-preserving data-hiding approach that encrypts 

concepts and label values into oblivion ciphers, while still 

enabling queries and operations over the document 

features; and (iii) traffic should be additionally mixed 

through a cover mechanism on top of encryption, to resist 

adversaries capable of performing traffic analysis (e.g., 

pinch-and-zoom, pattern recognition). 

 

Equation 3: GAN objective used for “feature synthesis” 

(step-by-step) 

3.1 Discriminator’s role 

𝐷(⋅) outputs probability “real”. 

 Real samples: 𝑧 ∼ 𝑝real(𝑧) (true features) 

 Fake samples: 𝑧̃ = 𝐺(𝜖), 𝜖 ∼ 𝑝(𝜖) noise (or 

conditional input) 

So: 

𝐷(𝑧) = 𝑃(real ∣ 𝑧) 

3.2 Discriminator loss (maximize correct classification) 

Maximize: 

𝔼𝑧∼𝑝real
[log𝐷(𝑧)] + 𝔼𝜖∼𝑝(𝜖) [log (1 − 𝐷(𝐺(𝜖)))] 

Equivalently, define the minimization loss: 

ℒ𝐷 = −𝔼𝑧∼𝑝real
[log𝐷(𝑧)] − 𝔼𝜖∼𝑝(𝜖) [log (1 − 𝐷(𝐺(𝜖)))] 

3.3 Generator loss (fool the discriminator) 

Generator wants 𝐷(𝐺(𝜖)) → 1. Common “non-saturating” 

form: 

ℒ𝐺 = −𝔼𝜖∼𝑝(𝜖)[log𝐷(𝐺(𝜖))] 

3.4 Conditional / bimodal GAN for document features 

To incorporate inputs (image/text): 

𝑧̃ = 𝐺(𝑥𝑣, 𝑥𝑡 , 𝜖) ℒ𝐷 = −𝔼𝑧[log𝐷(𝑧 ∣ 𝑥𝑣 , 𝑥𝑡)] −

𝔼𝜖[log(1 − 𝐷(𝐺(𝑥𝑣, 𝑥𝑡 , 𝜖) ∣ 𝑥𝑣, 𝑥𝑡))] 
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6. Generative Models for Financial 

Document Features 
 

User-supplied abstract:  Generative and agentic AI enhance 

a framework for secure feature extraction from financial 

documents. Partially enabled for edge-cloud processing, the 

concept addresses concerns about privacy, presence, and 

data management. 

Generative and agentic AI reinforce a framework for secure 

feature extraction from financial documents. Partially 

enabled for edge-cloud processing, the mechanism 

addresses concerns about privacy, presence, and data 

management. Bimodal Generative Adversarial Networks 

extract document features from visual and textual channels, 

encrypting semantically enriched latent representations. 

Ontology-based representation learning generates data for 

existing embeddings while securing model training against 

risk exposure. Financial institutions may apply the 

technology to fulfil Know Your Customer requirements 

while mitigating privacy concerns. 

Secure processing of financial documents remains a long-

standing challenge in edge-cloud computing ecosystems. 

Generative understanding of financial activities, agentic 

augmentation through business rules, and privacy-

preserving operations partly fulfil the requirements for 

complete feature extraction. Inadequate security against 

privacy exposure in traditional systems undermines 

customer trust. Two mechanisms demonstrate the potential 

of Generative and Agentic AI. Bimodal Generative 

Adversarial Networks extract complementary features from 

the visual and textual channels of financial documents, 

generating semantically enriched representations while 

limiting adversarial data disclosure. An ontology for 

financial activities supplies information for existing 

embedding sets, facilitating secure model training without 

direct access to sensitive data. Application for Know Your 

Customer fulfilment offers a probable market. 

 

6.1. Representation Learning for Documents 

Templates-based generation can overcome the data-

sparseness problem for many document types, for example, 

invoices or tickets. For these documents, generative models 

enable full data-feature extraction from only a few outer-

element samples. However, the functional limitation of 

such document types causes the need for feature 

representations. A corresponding semistructured-template-

based data-generation model extracts outer elements and 

fills inner elements with semantic-enrichment 

representations from public resources or large language 

models based on proposed Task-1 prompts. Directed 

LSTM-Fully Connected Neural Networks with attention 

mechanism enable document-style adaptation for multiple 

semistructured-template-based document types and allow 

semantic enrichment of the syntactic-grammar 

representation—also with semantic-inference features. 

Rich semantic properties of document types have been 

accumulated in existing ontologies and knowledge, bases. 

Ontologies create machine-readable semantic descriptions. 

The existence of many document types enables the use of 

agentic-principal models to enrich, refine, explain, or 

falsify document-template layouts and elements such as 

semistructured, rules, or contents. Supervised 

representation-learning networks with good generalization 

capabilities map document representations into aligned 

spaces to connect summary or description documents with 

detailed documents. Text, table, or chart are the three main 

types of elements in documents. 

 

6.2. Ontologies and Semantic Enrichment 
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Rather than developing a new ontology from scratch, 

existing ones are reused and linked together to enable 

semantic enrichment of financial document features with 

domain-specific information. GermaNet, MindNet, OMCS, 

WordNet, FrameNet, the DOD ontologies, DBpedia, and 

OpenCyc have been selected, since they encompass an 

adequate proportion of lexicon entries related to finance. 

The integration and linking of these ontologies is achieved 

through a modular structure in a Web-based format based 

on OWL-DL. The semantic enrichment process is 

implemented as a distributed program running on a local 

computer connected to the Internet. 

Semantic enrichment is done using the SA-orc2 algorithm, 

which matches potentially ambiguous words against the 

ontologies of the linked set and suggests one or more 

meanings. Furthermore, SAPhrase_2-Matching is used to 

enrich named entities with commodity information from 

DBpedia. The enrichment of other phrases and associations 

is performed by enriching syntactical constituents of the 

Focused_3 _Grammatical relations. Enriched features are 

stored in a hypergraph to facilitate paths through the feature 

space. These paths are designed to be specific to the task of 

information extraction of financial documents, enabling 

answering Who is doing which Action to what or whom 

with which Object at which Time related to where or why 

questions. 

 

Method 
What is 

transmitted? 

End-to-end latency 

model 

Cloud OCR 

baseline 

Upload full raw 

doc 
𝑇cloud(𝑆)

=
𝑆(1 + 𝑜enc)

𝐵↑

+
𝑆

𝑟ocr

+
𝛾𝑆

𝐵↓
 

Edge 

generative 

features 

Upload only 

feature payload 
𝑇edge(𝑆)

=
𝑆

𝑟gen

+
𝛾𝑆(1 + 𝑜enc)

𝐵↑
 

Method 
What is 

transmitted? 

End-to-end latency 

model 

Hybrid Upload only 𝜌 

fraction for OCR 

+ features back 

𝑇hyb(𝑆)

=
𝑆

𝑟gen

+
𝜌𝑆(1 + 𝑜enc)

𝐵↑

+
𝜌𝑆

𝑟ocr

+
𝛾𝑆

𝐵↓
 

 

7. Conclusion 
 

Generative and agentic AI technologies have the potential 

to transform business processes in a bottom-up manner by 

reducing development costs and democratizing access to 

state-of-the-art technologies. These technologies impact all 

information-and-product-service-creation sectors and 

continue to flourish across cloud and edge environments. 

However, beside programmatically engineered automated 

agents supported by advanced features such as 

conversation, common sense reasoning, and multimodality, 

security and privacy issues also arise. Although generative 

models of various nature can enhance business processes at 

multiple levels, the possible introduction of malware, 

propaganda, and fake news hidden in generated images or 

video strongly questions the recent capability and model 

distribution policies of the major generative model creators. 

To mitigate these security, safety, and privacy issues, a 

framework for secure feature extraction from financial 

documents at edge and cloud levels is proposed. The 

conceptual foundation is based on three aspects. Generative 

AI and agentic AI support secure document feature 

extraction. The creation of a stable and secure financial 

document feature extractor by a programmatically 

engineered automated agent supports financial services at 

the edge level without private content exposure. Financial 

document features are categorical representations of 

original files that keep public information accessible 

without disclosing private content. Edge-layer attributes 

coalesce into the representation of a full document for 

further processing at the cloud layer, where bids for feature 

reconstruction are checked against access-control policies 
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and satisfied by the generalization capability of a 

generative model. 

 
Fig 4: Generative AI: Potentials vs. Security 

Vulnerabilities 

 

7.1. Final Thoughts and Future Directions 

Generative and Agentic AI-Enhanced Feature Extraction 

for Secure Financial Document Processing in Edge-Cloud 

Ecosystems 

Advancements in generative and agentic artificial 

intelligence (AI) now enable people to reconsider the long-

held belief that only visible data is of value. Recent 

developments in secured networks, web participatory 

mechanisms, and self-aware information systems 

demonstrate that provable security for security-critical 

environments using cryptographic processes can be 

achieved without degrading the utility of sensitive 

information. Building upon these developments, a 

conceptual framework for secure financial-document 

feature extraction in edge-cloud ecosystems is proposed. 

Security is built into the financial-document processing 

technique in a decentralized manner, leveraging digital 

transformation characteristics while being applicable across 

all layers of an edge-cloud architecture. The resulting 

generative and agentic methods improve feature extraction 

and enhance security for financial-documents users. 

Rapid technological growth, especially in generative-and-

agentic artificial intelligence (AI), machine learning, and 

blockchain, have changed the manner in which society 

accesses and utilizes information. Generative AI can create 

meaningful and task-specific synthetic data while agentic 

AI can autonomously perform complex tasks on behalf of 

its users. Following the long-held belief that only visible 

data is of value, people have been reluctant to share the 

sensitive and privacy-critical information required for the 

meaningful deployment of generative-and-agentic-AI 

techniques. However, recent advancements in secured 

networks, web participatory mechanisms, and a new self-

aware-information paradigm have overcome this limitation. 
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